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ANNOTATION

The article presents hardware and software protection against cyberattacks for
Internet of Things devices. Methods of the Trusted Platform Module, hardware
monitoring of microarchitecture and SIEM system events, architectures supporting
ARM TrustZone and Intel Software Guard Extension (SGX), and a DDoS attack
detection structure called BRAIN are presented. The detailed architecture of intrusion
detection and prevention systems (IDS/IPS) is provided.
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AIIITAPATHBIE U IPOI'PAMMHBIE CPEJACTBA 3AIIIUTHI OT
KHUBEPATAK YCTPOWMCTB UHTEPHETA BEIIEN

AHHOTAIIUA
B cmamwe npedcmaenenvl annapammvie u npocpammusle Cpeocmed 3auumaol om
Kubepamax ycmpoucme unmepnema eeweti. Ilpedcmasnenvt memoowr Trusted
Platform Module, annapammwiii monumopune cobvimuii mukpoapxumexmyput u SIEM-
cucmemvl, apxumekmypvl ¢ noooepoickou ARM TrustZone u Intel Software Guard
Extension (SGX), cmpyxmypa obuapyscenus DD0S-amax noo nazeanuem BRAIN.

lIpusedena noopobHas apxumexmypa cucmem OOHAPYICEHUS U NPeOOmEpauleHuUs
emopoicenuti (IDS/IPS).

Kniwoueevie cnosa: IoT, yeposvr u ysazeumocmu, xkubepyeposvi, DDoS-amaxu,
Trusted Platform Module, xpunmonpoyeccop, SIEM-cucmemot, BRAIN, IDS, IPS.
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Introduction. Internet of Things, 10T, Internet of Things - a network of electronic
devices equipped with built-in technologies for interacting with each other and the
external environment. Although loT devices appear to be harmless, they are not
without security and privacy concerns as there are many threats and vulnerabilities in
the current loT design [1].

loT security vulnerabilities lead to countless threats and attacks that can
potentially compromise critical infrastructure and even national security, cause
physical and financial losses, and more. McAfee’s Quarterly Cybersecurity Threat
Report reports that 176 new cyber threats emerge every minute [2].
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Fig. 1. Application layer attack example

Literature and methodology. Hardware security methods. Hardware security
systems use hardware modules and can collect microarchitecture information to
analyze prevailing threats and vulnerabilities at the software level. Hardware-based
techniques provide a wide range of solutions for secure and reliable 10T applications
[3]. One of the basic requirements for performing a secure information transaction
between 0T devices over an untrusted network is the use of a reliable and secure key
management and data processing scheme on the hardware. In this regard, the Trusted
Platform Module (TPM is the name of the specification that describes the
cryptoprocessor in which cryptographic keys are stored to protect information, as well
as the general name of the implementations of the specified specification) have proven
themselves well. Such TPMs allow the use of cryptographic keys that can be tied to
specific platform parameters and protected from disclosure by any other untrusted
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hardware component, process, or software. ARM TrustZone and Intel Software Guard
Extension (SGX)-enabled architectures add new functionality to modern system-on-a-
chip SoCs, providing a reliable and secure environment for running security-critical
processes, even though privileged kernel and software potentially harmful. Crypto-
secure processors such as AEGIS and Ascend use single-chip architectures to provide
private and authentic processing with encrypted and obfuscated instruction execution

[4].
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Fig. 2. Arm TrustZone security technology architecture

Microarchitectural event monitoring. Hardware-based microarchitecture and
SIEM (Security information and event management) event monitoring offers fine-
grained filtering for individual runs, can collect multi-dimensional information, and

provides faster response than software-based anti-malware counterparts.
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Fig.3. SIEM system architecture

Developers from NYU Polytechnic School of Engineering, Brooklyn, New York,
USA proposed a host-based DDoS attack detection framework called BRAIN
(BehavioR based Adaptive Intrusion detection in Networks). It uses hardware features
to simulate secure behavior and DDoS attacks. To detect DDoS attacks, it uses machine
learning techniques to model application behavior and network statistics. The DDoS
Prevention Interface (DDoSPI) responds to any detected attack by blacklisting IP
addresses (and deleting if necessary) based on a dynamic network and HPC-based
threshold, thereby preventing an attacker from learning device security criteria and
policies [5].

Results. Improving security using machine learning techniques. Various machine
learning methods have been developed to study and distinguish such events and
identify any type of anomaly with higher detection accuracy and fewer errors. Two
main requirements for such methods are: selection of high-precision microarchitectural
features for event collection using high-performance computing; selection of effective
machine learning methods for classification and regression problems [6].

At this stage, measures are taken when a threat is detected. This could be alerting
the user to a potential threat, terminating suspicious processes, or a more critical event
such as shutting down the entire device to protect data and the system. The uses of a
disassembler are varied - it can be used to trace and reconstruct code, reverse engineer
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source code, joint hardware/software certification, and most importantly, to verify the
integrity of software running on an 10T device.

A widely known class of cyber threats is a third-party channel attack. Such attacks
violate the confidentiality of cryptosystems by using information about the ongoing
physical processes in the device, for example, by measuring the operation time,
current-voltage characteristics, electromagnetic radiation of the device, and so on.
Attackers, collecting a sufficient amount of statistical data, after some analysis, can
guess what algorithm is used in the cryptosystem, gain access to secret keys, or make
changes to the algorithm. Thus, an attacker easily bypasses the protection and takes
possession of the 10T device [7].

Most malware can be detected through side-channel power failures. Their
proposed system monitors the device’s power consumption and uses machine learning
to detect potential anomalous behavior. Such methods can be used to attest and
authenticate 10T devices on an untrusted network. A runtime monitoring system using
electromagnetic radiation (EM) as a side channel is also implemented. It can detect
abnormal behavior during program execution, such as the injection of malware or other
code, using supervised machine learning classifiers. This method is potentially well
suited for monitoring the security of 10T and embedded devices because it does not
require additional resources on the monitored machine, nor does it require a wired
connection as would be the case with power side-channel information collection.

Discussion. Hardware information security solutions for 10T devices perfectly
complement existing software security mechanisms. In addition to the PMU, various
embedded sensors, such as temperature sensors, as well as new architectures can be
used to provide security [8].

To protect themselves, organizations using an loT sensor system implement
intrusion detection and prevention systems (IDS/IPS). IDS (Intrusion Detection
System) - intrusion detection system, IPS (Intrusion Prevention System) - intrusion
prevention system. There are three main types of IDS: 1) Network IDS are installed at
the edges of the network and analyze all passing traffic for malicious activity. 2) Hosted
IDS operate on separate servers, workstations or devices. 3) Application IDS specialize
in individual services and applications [9]. Intrusion Prevention Systems (IPS) -
actively block detected attacks. Once IPS detect malicious traffic or behavior, they use
techniques to stop it: Packet filtering, IP address and protocol blocking. Terminating
suspicious network connections. Termination of processes and applications associated
with the attack. Changing the access rights of the compromised account.
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Fig.4. Architecture of IDS and IPS systems

Conclusion. With the advent of 10T devices and loT-centric applications, it is
imperative to provide a reliable and secure platform for this space to ensure maximum
protection against current and future cyber-attacks. It is necessary to use both hardware
and software solutions in a hybrid manner. Hardware-based protection for 10T devices
has proven its effectiveness and versatility. However, there is no doubt that further
research is needed in developing appropriate security mechanisms for lightweight loT
applications. IDS/IPS systems serve as an additional layer of protection that allows you
to quickly identify and stop sophisticated cyber attacks that traditional solutions like
firewalls cannot protect against. Working in real time, they instantly respond to the
very first signs of intrusion, which can save a company from cyberattacks even at the
most unexpected moment. Only an integrated approach to the implementation of
IDS/IPS will provide reliable data protection from cyber threats.
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